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ABSTRACT

RESULTS (CON’T)

With Large Language Models (LLM) on the rise, Al-generated text detectors have e
become increasingly necessary to identify the unethical uses of LLMs. Among Al- —
generated text detectors, DNA-GPT exhibits state-of-the-art performance 1n a zero-shot s %
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setting. In this paper, we build upon the idea of divergent n-gram analysis as
demonstrated in DNA-GPT, with Detection Via Summarisation (DeVS). Our detection
algorithm involves prompting an LLM (1.e. GPT-3.5) to summarise a given piece of text,
followed by prompting 1t to regenerate the text given the summary, and finally an B S N o
analysis on divergent n-grams between the regeneration and the original text. Our

method of zero-shot Al-generated text detection was tested on our own A-Level General
Paper dataset, along with PubmedQA and Scientific Abstracts datasets, and resultant
AUROC and TPR at 1% FPR metrics are on par, if not better, than DNA-GPT on certain .

datasets, when only unigrams are considered.
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Figure 2: Effect on largest n-gram size analysed on DeVS, when number of regenerations is set to 10, and
with prompt provided in regeneration, where N refers to the largest n-gram size analysed. We can observe
that DeVS generally performs better on lower largest n-gram size.

From Table 1: at ideal largest n-gram size analysed, DeVS shows state-of-the-art
results for PubmedQA.

o Likely due to GPT-3.5 hallucinating; unlikely to regenerate accurate information
and medical terms used 1n original text, resulting in fewer matching n-grams.

INTRODUCTION
* Large Language Models (LLM) leads to plagiarism from students, academia[1][2]

* Performance metrics for DeVS on Scientific Abstracts and GP Essays poorer when
compared to DNA-GPT.

o Scientific Abstracts: likely due to short text length (average word count: ~160)

* LLMs can hallucinate (provide false, inaccurate statements and information)

* Solution: Detection Via Summarisation, a novel approach for Al text detection, where

given text 1s regenerated through summary of itself, then compared to regenerations. o GP essays: likely due to the GPT-3.5 summarisation including text verbatim

from Y, larger portions of the regenerated text will appear in the original text

DeVS: Detection Via Summarisation o

From Figure 2: unlike DNA-GPT, DeVS performs better on analysis of only

Step 1 Summarise input text x: Competition in education can motivate students to work harder and prepare them for the smaller n- gram s1zes

real world, but it can also lead to negative outcomes such as low self-esteem and an unhealthy focus on winning...

l Competition in education can motivate students to work harder and prepare them for the real world, but it can also O Can p erform a faSter’ leSS resource-mntensive analYSlS than DNA_GP T

lead to negative outcomes such as low self-esteem and an unhealthy focus on winning...

Step 2 Regenerate from summary: L @ N
>

* No clear trends for how K or presence of prompt affects performance
Competition has long been seen as a driving
force in education, motivating students to work
» harder and pushing them to achieve their best. It
simulates the real world where individuals
constantly strive to outperform each other...

YOUR ESSAY IS LIKELY

n-gram length: 2
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Figure 1: Effect on largest n-gram size analysed on performance metrics, where N refers to the largest n-gram size
analysed. We can observe that DeV'S generally performs better on lower largest n-gram size.

METHODOLOGY

Datasets: PubmedQA[3], GP Essays, Scientific Abstracts from Nature

Algorithm: Given text sequence Y,...

to provide a more
accessible way of
visualising the results.

The number on the right of each n-gram is the total number of times the n-gram was found in all
of the regenerated essays.

. ('in', 'educ'): 27

. ('competit', 'in'): 24

. ('lead', 'to'): 20

. ('competit', 'can'): 17
. ('thi', 'can'): 16

. ('social', 'skill'): 16
. ('can', 'lead'): 16

. ('it', 'is'): 15

. ('mental', 'health'): 15
. ('educ', 'can'): 14

. ('"import', 'social'): 14
. ('foster', 'a'): 14

. ('sens', 'of'): 13

* From Figure 3: Graphical user interface developed for visualisation of results

1. Prompt GPT-3.5 for summary; o Allows others to visualize the way DeVS decides on the similarity of given text

2. Prompt GPT-3.5 with the same summary to regenerate the text sequence K times,
produce text sequences Q= {Y,, ..., Y, ..., Y}

* Despite suboptimal results, DeVS 1s still worth improving upon,

o One of the only models to be able to be explainable on the entire given text
* Vary whether question, title, or prompt of the given text was provided in
regeneration.

o Fast and low-cost to run; suitable for large amounts of text that other methods
may take unrealistic amounts of time to process.

CONCLUSION

* Demonstrated its state-of-the-art performance 1in biomedical contexts.

3. Derive score based on the number of n-grams found in both Y, and Y,

lgrams¥,r)ngrams(oml o ore K refers to the total number

° — K N
Score(S, Q) k=12m=11M Y| |grams(Yp,n)|

of regenerations, and N refers to the highest n-gram size analysed. e Possible future work:

o Hybrid model of DeVS and DNA-GPT

= Regenerate given text through a summary of the text

RESULTS

lable 1: Performance metrics of DNA-GPT compared to DeV'S (all values were obtained using GPT-3.5. DeV'S values
were the best obtained from variation of largest n-gram size analysed .) “No prompt” or “With prompt” refers to
whether the prompt, question, or title of the given text was provided to GPT-3.5 in regeneration.

Scientific
PE PubMedQA
- Abstracts

" Truncate regeneration in two, regenerate the second part using the first part
= Second round of regeneration compared to original given text.

o Investigate whether DeVS can be utilised as a red-teaming approach to evade
detection of Al-generated text by other state of the art models.

o Increase robustness to attacks
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